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Executive Summary

This document is the second deliverable of T5.5 of WP5, aimed to provide results from the second
evaluation of the KRAKEN platform and, specifically, of the marketplace features prototyped and
released in August 2022 for deployment in the health and education pilots.

Based on the evaluation results of the first KRAKEN prototype, tested in October 2021 with 15 users
(D5.7 KRAKEN Marketplace testing and validation first report), the Consortium worked at improving
the usability and quality of user experience of the KRAKEN components, as well as at finalizing the set
of features and use cases covered by the platform, by implementing the second and final prototype
release, deployed in July 2022 (D5.6 KRAKEN Marketplace Final release).

In September 2022 a multi-dimensional evaluation of this second KRAKEN prototype was carried out
by involving 35 users selected from the relevant user groups and user stories identified in D5.1 Initial
pilot marketplaces user stories and D5.2 Final pilot marketplaces user stories.

As in the previous evaluation study, the users were invited to assess the usability of the prototype after
individual usage and to provide feedback on their subjective experience with the KRAKEN solution as
providers or consumers of data products in the health and education pilots, by means of
guestionnaires and interviews.

This report presents the main results of the evaluation conducted in 2022 to inform the future user-
centred design (UCD) of data sharing platforms like KRAKEN, as well as to inform the future KRAKEN
exploitation activities targeting a wide adoption of the KRAKEN solution by users in the next months.

Additionally, information of the flow of the different use cases (UCs) for both health (4 UCs) and
education (3 UCs) pilots, is provided.

©OKRAKEN Consortium 9
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Introduction

1.1 Purpose of the document

This document describes the user-centred methodological approach deployed to evaluate the final
KRAKEN prototype in year 2022, by combining quantitative and qualitative feedback collected from
participants involved in the health and education pilots in September 2022.

It presents the main findings and recommendations collected from testers regarding the usability and
user experience with the KRAKEN solution, providing a multi-dimensional view of its qualities and its
impact on the target user groups. These findings can be of interest to the design and research
community working at the development of data sharing platforms like KRAKEN, and it can inform
future decisions on KRAKEN exploitation in the two pilot domains addressed during the project or in
additional application sectors.

This deliverable provides the description of the implemented flows for the 7 UCs planned at the
beginning of the project. A high-level overview of the UCs is shown through the use of infographics,
and screenshots of the processes are also included.

1.2 Structure of the document

After the introduction to the deliverable’s contents, in section 2 the most relevant changes and
improvements to the KRAKEN prototype implemented after the first evaluation study are reported.
Section 3 describes the methodology deployed to assess the usability of the KRAKEN marketplace
prototype released in August 2022 and to collect quantitative and qualitative user feedback on their
perceived quality of the solution that might affect its future adoption. It also presents the main
recommendations derived from this final evaluation study relevant to inform the future exploitation
of KRAKEN in the health and education pilot sectors. Section 4 include details on the 7 UCs
implemented demonstrating the use of the KRAKEN platform in both pilots. Finally, section 5 concludes
the report by summarizing the main insights from this evaluation that can feed future research and
design of data sharing platforms like KRAKEN over the next months.

©OKRAKEN Consortium 10
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2 Relevant changes of the final marketplace release

The first evaluation study conducted on the KRAKEN platform and marketplace, conducted in October
2021, reported in D5.7 “KRAKEN Marketplace testing and validation first report” [1] and [2], helped to
identify key improvements of the KRAKEN features design, both from a frontend and backend
perspective, as well as it supported the prioritization of key features’ development according to users’
needs and their main preferences or expectations for data sharing platforms.

2.1 Health pilot release

The final release of the health pilot provided a smoother access and navigation of the marketplace
features, with a context relevant description of privacy policies or disclaimers to be read and approved
by users of the platform (Fig. 1).

Data providers and data consumers were enabled to sign up and register to the marketplace by using
the SSI mobile app to then share and control their data on the marketplace web app.

In the final release data providers were also provided with the possibility of creating and publishing a
batch data product, of creating and publishing an analytics data product and to monitor active data
accesses by means of the marketplace mobile app.

Data consumers were able to select a batch data product among the ones available in the marketplace,
to fill in the “batch data product” form, to complete the transaction and payment with the Metamask
wallet and download the data. They were also enabled to select an analytics data product in the
marketplace, add it to a computation basket (Fig. 2), buy analytics packages, paying in Metamask and
reviewing the statics results.

Overall, the additional features implemented for the final release of the marketplace allowed to
provide a more complete user experience (UX) with the KRAKEN data sharing platform, including the
use cases of data providers/consumers interested to access the platform to provide/consume analytics
data products, a possibility which had been judged as particularly interesting and wanted by most users
involved in the first evaluation round of KRAKEN.

Do you want to be contacted

® Y N
privately by other users? . °

Disclaimer about data monetisation

By publishing and sharing personal data via the KRAKEN platform the data provider does not transfer ownership rights overpersonal data, but rather,
in exchange for a monetary benefit, provides a permission for the processing of personal data byspecified actors, for predefined purposes, and within

the limits of the informed consent given by the data subject(s). For moreinformation please consult KRAKEN's About page.

I confirm that | have read and consent to KRAKEN's Privacy Policy

| confirm that | have read and consent to KRAKEN's Data Provider and Data Consumer's agreement

Figure 1: Example of disclaimer supporting user understanding of privacy policies during the registration
process

©OKRAKEN Consortium 11
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Computation basket for privacy preserving analytics

You have the following data analytics products walting for computation

Name Market sector Variables Mumber of records

health product

Summary of analytics computation

Privacy preserving, remate analysis will be computed based on the following specificatians:

Number of datasets selected

Figure 2: Computation basket displayed once the user has added a data analytics product

2.2 Education pilot release

The final release of the education pilot provided an improved UX for data providers, like university
students, to sign up and register to the marketplace by using the SSI mobile app to then share and
control their data on the marketplace web app. They were provided with the possibility of exporting
and sharing education data.

Specifically, on the KRAKEN Edu connector they were enabled to login to the Edu connector, connect
their wallet app to the Edu connector, export a credential (Grade or Diploma) into the mobile wallet,
display the credential in the wallet and allow computation on a grade or diploma to the university.
On the KRAKEN marketplace they were able to create an education data product (grades, such as
course certificates or diploma) with their credentials.

Also, in the case of the education pilot, its final release provided a complete and more meaningful UX
for the data provider, including the possibility of allowing computation on education data products
that may increase data consumers’ motivation to register to the KRAKEN platform for accessing data
products, thus making more attractive the KRAKEN marketplace for future consumers of data in the
education domain.

©OKRAKEN Consortium 12
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3 Multi-dimensional evaluation of the KRAKEN final release

3.1 Methodology and procedural protocol
Participants Inclusion criteria

To conduct the multi-dimensional evaluation of the KRAKEN marketplace final release, in September
2022, 35 participants belonging to the user groups of data providers and data consumers identified in
D5.1 “Initial Pilot Marketplaces User stories” [3] were invited to take part to the evaluation for both
the health and education pilots.

Recruitment strategy

In early 2022 a recruitment campaign was launched through the KRAKEN website, as well as by
communications at relevant dissemination events of KRAKEN (e.g., webinar on “Women in technology
behind data-sharing, privacy preservation and Self-Sovereign identity”) to identify volunteer testers
with different levels of expertise in the domain of data sharing platforms. Special attention was paid
during the recruiting phase to ensure gender balance in the participant sample.

Eligible candidates identified by FBK and the KRAKEN consortium, in collaboration with the pilots’
leaders from Lynkeus and TUG (University of Technology Graz), were contacted and invited (by email)
to participate to the evaluation activities. They were asked to read the information sheet and sign the
consent form (Annex A), provided by FBK, before their enrolment in the evaluation.

A calendar of timeframes for the evaluation activities was agreed at consortium level and proposed to
participants at the time of their recruitment.

Rewarding mechanism

Participants were rewarded for their time dedicated to the evaluation by means of an Amazon gift card
of 50 Euros.

Individual assessment of the KRAKEN release

In September 2022 participants were invited to access the KRAKEN second release prototype
individually and to conduct a walkthrough of the solution to assess its usability and quality of user
experience (UX). They were asked to use Android smartphones to access KRAKEN, since the SSI mobile
app was available for Android operating system only. They were provided two weeks for:

1. Reading a list of tasks and guidelines (Annex B) supporting their exploration of the platform
and of the key functionalities provided by the final release of the prototype for each pilot.
Participants were invited to use fake data during their registration to the platform and their
exploration of its functionalities, to preserve privacy. For the data analytics product tasks in
the health pilot, they were provided with the open access dataset Framingham_v3! suitable to
the purpose of the testing phase.

2. Watching a set of introductory videos showing i) how to access the KRAKEN marketplace by
using the SSI mobile app to register to the platform, ii) how to publish or to purchase a data
product in the health or education pilot, iii) how to publish a data analytics product in the
health or education pilot.

3. Filling in a digital version of the SUS (System Usability Scale) questionnaire [4] to assess the
usability of the platform (Annex C) and a digital version of the A-MARS (Adapted Mobile App
Rating Scale) section E [5], measuring the subjective quality of the platform (Annex D). The
post session questionnaire also included 5 open questions on relevant factors affecting the

L https://en.wikipedia.org/wiki/Framingham_Heart_Study
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user adoption of data sharing platforms (Table 1) and 1 optional free text question collecting
any user recommendations for a future improvement of the KRAKEN platform.

During the two weeks of the testing phase participants received technical support by email from
partners FBK, TEX, Lynkeus and TUG in case of problems with the installation of the KRAKEN
components or doubts in their understanding of the testing tasks and guidelines.

Multi-dimensional evaluation interviews

In the second half of September 2022 a subgroup of 10 participants belonging to the health pilot were
invited to join a semi-structured interview of 30 minutes, to investigate more in depth their replies to
the 5 open questions regarding the main factors influencing their adoption of data sharing platforms
like KRAKEN. The interviews were administered by FBK staff and recorded to enable a more detailed
analysis of participants’ responses. The moderator initially provided a brief introduction to the
interview objectives. Then, participants were asked to elaborate their answers to the series of
guestions reported in Table 1 by adding any relevant comment shading light on their user experience
with the KRAKEN platform.

Factor investigated Questions
Set 1: Health Data / Education 1. Would vyou be interested to wuse KRAKEN for
Data Management providing/consuming data products? Why or why not?

2. Areyou interested to use the privacy preserving analytics of

Set 2: Pri ing dat
e rivacy preserving data KRAKEN?

sharing systems

3. What factors do you consider important when deciding to

Set 3: Sharing health/education
& / share your information with another entity?

data

4. What type of compensation would you be looking for in
Set 4: Compensation for Sharing exchange for your data products?
Data and Data valorisation

5. Isthe provided information relating to your data protection
Set 5: Acceptance, ethics and privacy rights and freedoms sufficiently clear and
understandable?

Table 1: Factors and questions posed to participants involved in the pilots

Participants’ characteristics

In total, 30 individuals (12 males, 40% and 18 females, 60%) participated in the health pilot evaluation,
14 (46.6%) were aged 35 to 54, 13 (43.3%) were aged 18 to 34, 3 (10%) were aged 55 to 64. Participants
were researchers, experts in Big Data projects for healthcare or blockchain technologies for health,
legal experts working in projects related to personal data sharing, managers of companies offering
digital health solutions, project managers of public health solutions. Most participants (19/30, 63.3%)
had some experience with data sharing platforms, some participants (10/30, 33.3%) had no experience
and a participant (1/30, 3.3%) had good experience.

Five males’ participants were involved in the education pilot evaluation, from the initial number of 8
students who had expressed interest to take part in the study. They were students at the Technology
University of Graz with computer science background, most of them (4/5, 80%) aged 18 to 34 and a
participant (1/5, 20%) aged 35-54. Most participants (3/5, 60%) had some experience with data sharing
platforms, a participant (20%) had no experience and a participant (20%) had good experience.

©OKRAKEN Consortium 14
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Data analysis

The data collected during the interviews were analysed by applying the microinterlocutor analysis
method [6][7] to the recorded sessions, whose main results are reported in section 3.3. The
microinterlocutor analysis is a method used to analyse interview data in health-related research [7]
[8]. It not only reveals each participant’s attitude, stance, and arguments, but also provides researchers
with a quantitative overview of participant grouping [6]. Following Onwuegbuzie et al [6], we first
analysed all the transcriptions of the interview discussions, to get an overall understanding of the
transcriptions. Next, we coded participants’ responses to each discussion question of the interview.
We paid attention to their words throughout the interview and coded their responses by interpreting
all the words they contributed. We integrated these data with the analysis of the responses to the 5
open questions of the questionnaire and coded the thematic categories of explanations that
participants provided for their responses, which helped us understand more deeply why the
participants responded in certain ways. We used the thematic categories to structure our reporting on
the open-ended questions, available in the results section. By taking this step, we produced descriptive
statistics for all the questions, as summarized in section 3.3.1 and 3.3.2. In this way, it is possible to see
how participants to the interviews responded to each question, but also to get an overview of the
responses of the whole group per each pilot, based on which we generated the insights explained in
the results section.

3.2 Results of the usability and subjective quality assessments

Results from the participants individual assessment of the usability of the KRAKEN final release, based
on the SUS questionnaire, showed an average score of 52.95 (SD 15.92) for the health pilot and an
average score of 50 (SD 24.32) for the education pilot. By considering only the score of testers in the
health pilot having “some knowledge” or “good expertise” with data sharing platforms (20
participants, 66.6% of the sample), the average score raises to 60.33 (SD 15.23), for the education pilot
the average score is 60.83 (SD 16.64). These scores correspond to the grade D, percentile range 15-34,
they can be defined with the adjective OK/Fair, they reach a marginal level of acceptance and belong
to the detractor level, meaning that users are more likely not to recommend this system to other users
with this level of usability [9] [10]. To notice that SUS scores below 68 (Good level) indicate problems
with the system design that should be identified and resolved before a final deployment of the
solution.

The assessment of the subjective quality of the KRAKEN platform, measured with the A-MARS scale,
section E, resulted in a score of 11.86 (SD 2.45) for the health pilot and a score of 8.6 (SD 2.70) for the
education pilot. Since the A-MARS section E scale consists of 4 questions (score range 4-20) with
answer options going from 1 “Inadequate” to 5 “Excellent” we can derive that the score for the health
pilot is close to the medium point (3) while the score for the education pilot is lower (2).

Participants to the health pilot requested a better support from the platform with the installation of
the different KRAKEN components required to access and use the system. One participant
recommended to add a step-by-step tutorial in the marketplace to facilitate the first interaction of
users with the platform. Some participants asked to be provided with clearer feedback when
performing the different actions and tasks with the system. A participant also suggested to better
integrate the cloud storage with KRAKEN, if this may be technically feasible. A few users recommended
to extend access to KRAKEN also from operating systems different from Android.

Participants to the education pilot also reported similar problems in performing the initial steps to
access and use the KRAKEN prototype. One participant found somehow difficult to use the privacy
calculator function available with the product creation form. He recommended to simplify this form
by explaining terms such as ‘adversary’ that might be unfamiliar to most users to understand.

However, some users in both pilots provided also positive comments and appreciation for the KRAKEN
concept and innovative solution released, encouraging the consortium to keep working on this solution

©OKRAKEN Consortium 15
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to empower citizens in better managing their sharing of personal data by means of secure, privacy
preserving technologies.

Overall, these results show that there is still room for improvement of the usability of the KRAKEN final
release for its deployment in a B2C (Business to Consumer) scenario, and that the status of the release
makes it more suitable to a B2B (Business to Business) audience, having already some technical
expertise or knowledge in the domain of data sharing platforms.

3.3 Results on the other factors affecting user adoption

Table 2 displays how each participant in the interviews responded to each question, including the
indication of agreement, indication of dissent, ambivalent response, no response, and response given
with an elaboration. In sections 3.3.1 and 3.3.2, we explain our results for each open question included
in the health and education pilot evaluations, providing a descriptive statistical overview of the types
of responses (including nonresponses) and qualitative categorizations of participants’ elaborations.

Question Participant No.
1 2 3 4 5 6 7 8 9 10
1 SEP SE A SE A SE A A SE A
2. Dd A SE A A SE SE SE A NR
3. SE SE A SE AR A A A A A
4. A2 D AR SE A AR NRC SE D A
S. A AR' A A D A A A A A

Table 2: Participants' responses in the interviews

aA: indicated agreement.

bSE: Provided significant example suggesting agreement.

°NR: Did not indicate agreement or dissent (i.e., nonresponse or did not know).
dD: Indicated dissent.

eSD: Provided significant example suggesting dissent.

fAR: Ambivalent response.

©OKRAKEN Consortium 16
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3.3.1 Health pilot findings
Health data management
Question 1: Interest in providing or consuming data through KRAKEN

We asked participants “Would you be interested to use KRAKEN for providing/consuming data
products? Why or why not?”.

As shown in Fig. 3, most participants (27/30, 90%) said they were very interested in providing or
consuming data through KRAKEN, some of them (7/30, 23.33%) mentioned their particular interest for
sharing data for research purposes. Some participants (5/30, 16.66%) found the platform interesting
and trustworthy because it provides data protection, and it considers legal aspects. A few participants
(3/30, 10%) expressed no interest in using KRAKEN, 2 of them due mainly to usability problems met
during the testing phase and 1 for a lack of interest in sharing personal data. A participant observed
that the term “marketplace” would be appropriate in the case of sharing anonymised data, but not for
personal data, which, according to the Data Strategy of the European Commission, cannot be
considered as goods. Two among the interviewed participants expressed interest not only for using
KRAKEN as individual citizens, but also as institutional representatives, supporting the B2B deployment
of the platform.

Type of Interest for KRAKEN

B Providing/Consuming data
M Sharing research data
Trustworthy platform

No interest in using

Figure 3: Type of user interest for using KRAKEN

Privacy preserving data sharing systems
Question 2: Interest in using the privacy preserving analytics of KRAKEN

This question asked participants “Are you interested to use the privacy preserving analytics of
KRAKEN?”,

In response, only a few participants (4/30, 13.33%) expressed no interest in the privacy preserving
analytics products of KRAKEN, and one participant said he didn’t know (Fig. 4). The other participants
(25/30, 83.33%) replied they were interested or potentially interested to use this type of service
offered by the platform, since it provides an added value to users, especially for those interested to
access statistics for research purposes. Among the interviewed participants, one mentioned that this
type of service can be useful to solve possible issues with the data format, and a participant stressed
the importance of analytics data products in ensuring security and privacy protection of the shared
data.
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Interest in Data Analytics Products

m No interest in data analytics
product

M Interest in data analytics
product

W Don't know

Figure 4: User interest for analytics data products in KRAKEN

Sharing health data
Question 3: Entities to share health data with

Participants were also asked “What factors do you consider important when deciding to share your
data with another entity?”.

In response, most participants (24/30, 80%) mentioned that the credibility of the other entity, the
security and privacy preserving features of the platform would be the most important factors. A few
participants (3/30, 10%) also mentioned the purpose for which their data will be used by the other
entity (Fig. 5). Two participants thought it was important the transparency of the data sharing and
usage process, one mentioned the quality of the experience or feedback of other users having
previously shared data with that entity. A participant deemed important the treatment of her data
according to the European legislation and the permanence of her data on the European territory. Other
factors mentioned by participants were the possibility of combining data products with information
about the market sector (e.g., tags), data protection and permission (including possibility of limiting or
revoking data access). Among the interviewed participants, two expressed a preference for sharing
data with private entities, since they thought they are better in protecting data compared with public
entities who might be subjected to other legal constraints (e.g., sharing available data in case of crimes
investigations or similar). Two other interviewees said they would prefer to share data with public
entities, instead, since they were more interested in supporting public health scopes rather than
commercial objectives of a private entity, or commercial exploitation of data.

Factors affecting data sharing

B Credibility of entity, data
security & privacy

M Purpose of data usage by
entity

M Transparency of data sharing

Experience of other users

Figure 5: Most important factors affecting user data sharing

Compensation for sharing data and data valorisation
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Question 4: Type of compensation for sharing data products

We asked participants “What type of compensation would you be looking for in exchange for your data
products?”.

Most participants (21/30, 70%) expressed interest for getting monetary compensation for sharing their
data products, including the possibility of receiving remuneration in the form of cryptocurrency. A few
participants (4/30, 13.33%) said they would prefer to receive as a compensation free access to web
services (e.g., storage services), points to be spent to access data products available in the platform or
to donate their points/compensation to no-profit organizations. Some participants (5/30, 16.66%) said
they would prefer to have no compensation for their data sharing, or they had not clear opinions on
this matter (Fig. 6).

Three of the interviewed participants further elaborated their responses by saying that payments in
cryptocurrencies might be not particularly appealing for individual users, so traditional monetary
compensation would be preferable in a B2C scenario. In the case of institutional representatives using
the platform (B2B deployment), all forms of payments were considered appropriate. Two participants
also added that access to datasets for research purposes should be provided by KRAKEN free of charge.

Type of Compensation for data sharing

W Monetary/cryptocurrency

B Non monetary (free access to
services)

No compensation or no
opinion

Figure 6: Type of compensation preferred for data sharing

Acceptance, ethics
Question 5: Understanding information on data protection and privacy

Finally, participants were asked “Is the provided information relating to your data protection and
privacy rights and freedoms sufficiently clear and understandable?”.

Most participants (26/30, 86.66%) replied that the information on data protection and privacy
provided by KRAKEN was sufficiently clear and complete. A few participants (3/30, 10%) said that there
was still room for improving the information provided, in terms of simplifying content for a non-legally
informed audience (Fig. 7). A participant would have appreciated to see more examples and icons
supporting an easier understanding of how KRAKEN ensures data protection, privacy and GDPR
compliance. A participant found this information was clearer in the SSI app rather than in the
marketplace web app.

Four among the interviewed participants said that the information on data protection and privacy was
in KRAKEN above the average quality if compared with similar platforms. Two interviewees suggested
that for the future it would be helpful to arrange possible forms of certification on this matter for
platforms and digital services of this kind, to guarantee data protection and compliance to relevant
regulation without requiring much reading and approvals on the user side.
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Quality of information on data
protection/privacy

B Sufficiently dear and
complete

M Could beimproved

M More examples needed

Figure 7: User assessment of information provided on data privacy and data protection

3.3.2 Education pilot findings
Education Data Management
Question 1: Interest in providing or consuming data through KRAKEN

We asked participants “Would you be interested to use KRAKEN for providing/consuming data
products? Why or why not?”.

As shown in Fig. 8, most participants (4/5, 80%) said they would be interested to share educational
data through the platform. A participant mentioned that the main pillars on which KRAKEN is based
(including smart contracts) facilitate trust in the platform and willingness to share data through it. Only
one participant (1/5, 20%) expressed some concerns in using the platform, mentioning environmental
sustainability problems related to energy consumption of the blockchain, as well as lack of motivation
on installing the different apps/components required to access the marketplace. A participant showed
a stronger interest to use the platform from a data consumer’s point of view rather than from a data
provider perspective.

Interest for KRAKEN

M Interest in sharing education
data

¥ No interest/motivation

Figure 8: Interest for using KRAKEN
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Privacy preserving data sharing systems

Question 2: Interest in using the privacy preserving analytics of KRAKEN

This question asked participants “Are you interested to use the privacy preserving analytics of
KRAKEN?”.

In response, most participants (4/5, 80%) were aligned in saying that data analytics products are a
much better solution for sharing personal data, overcoming possible barriers related to privacy
preservation and trust. By contrast, a participant (1/5, 20%) said he was not particularly interested in
using this type of functionality provided by KRAKEN (Fig. 9).

Interest in data analytics products

M nterest in using data
analytics

¥ No interest in data analytics

Figure 9: User interest for analytics data products in KRAKEN

Sharing education data
Question 3: Entities to share education data with

Participants were also asked “What factors do you consider important when deciding to share your
data with another entity?”.

In response, all participants said that trust in the entity with which they share data would be the most
important factor, as well as the kind of data security, privacy and confidentiality guaranteed (Fig. 10).
A participant also mentioned he would consider important the scope for which an entity would use
their data and the possibility of having a fine-grained control over who to share data with, for how
long, with the chance of revoking access to their data.

Factors affecting data sharing

M Trust in the entity, data
security & privacy

M Scope for using the data

Figure 10: Most important factors affecting user data sharing
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Compensation for sharing data and data valorisation
Question 4: Type of compensation for sharing data products

We asked participants “What type of compensation would you be looking for in exchange for your data
products?”

Some participants (2/5, 40%) replied that they were not interested in getting a compensation for their
data products, another participant would be rather interested in getting access to other data products
or physical assets. A participant mentioned the opportunity of getting vouchers or future employers
contacts, while another participant said he would compare his data products with similar ones
available in the marketplace and set the price according to the market value (Fig. 11).

Type of compensation for data sharing

H No compensation
B Free access to data products
Vouchers/employers

contacts

Market value compensation

Figure 11: Type of compensation preferred for data sharing

Acceptance, ethics
Question 5: Understanding information on data protection and privacy

Finally, participants were asked “Is the provided information relating to your data protection and
privacy rights and freedoms sufficiently clear and understandable?”.

Most participants (3/5, 60%) replied that the information provided by KRAKEN on data protection and
privacy policies was sufficiently clear and understandable (Fig. 12). A participant, however, had not
clearly understood how the platform would store his data and distribute it to interested consumers.
Another user also had still some concerns on how KRAKEN would ensure respect of his data privacy
rights.

Quality of Information on data
protection/privacy

M Sufficiently d ear and
complete

m Not dear enough on data
storage

Not dear on data privacy
rights protection

Figure 12: User assessment of information provided on data privacy and data protection
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3.3.3 Summary of main findings

The study presented a multidimensional evaluation of the KRAKEN personal data sharing platform,
tested by 35 individuals representing key target user groups of the platform in the health and
education pilot domains. Our main findings show that the usability of the prototyped platform was
perceived by users as marginally acceptable but requiring further improvements for its deployment in
a B2C scenario. The importance of the usability dimension was stressed by participants during the
interviews, where most of them expressed interest and trust in using the data sharing solution, both
as providers and consumers of data products, if the user experience ensured is good, and the security
and privacy preserving components of the platform, including its privacy preserving analytics, are
clearly presented to the user.

Regarding the sharing of health or education data through the platform, most of our participants
expressed a preference for sharing data for research or non-profit purposes, while they were less
inclined to share data for commercial reasons.

The possibility of sharing data analytics products was also perceived as interesting, providing added
value as a KRAKEN service, contributing to further ensure security and privacy of the shared data.

The most important factors influencing participants willingness to share data with another entity were
the credibility of this entity, as well as the security and privacy preserving features of the platform. The
purpose for which the shared data will be used by the other entity was also deemed important for
some of our participants in both the pilots.

Concerning the possible incentives to users for sharing data products, our findings suggest that most
participants in the health pilot were interested in receiving monetary forms of compensation, while in
the education pilot nonmonetary compensation was preferred. Insights from the interviews indicated
that more traditional forms of monetary compensation would be appropriate in a B2C deployment of
KRAKEN, while cryptocurrencies would also be appreciated by institutional users in a B2B deployment.

Our investigation into the possible user concerns regarding the ethics dimension of using the platform
revealed that most participants found the information on data protection and privacy provided by
KRAKEN as sufficiently clear and complete. Some participants provided suggestions to further facilitate
understanding and decision-making by users on this matter, although they recognized that this aspect
may represent a main challenge for interacting with data sharing platforms by non-legally informed
users.

All these considerations and findings may be relevant to further inform the user-centered design of
future data sharing platform like KRAKEN, contributing to better fit the needs and expectations of
users, as well as to ensure a functional coevolution of these cutting-edge technologies with user
preferences and behaviours.
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4 Use cases demonstration

This section provides details of the different processes of the UCs with the purpose of demonstrating
the fulfilment of the four UCs described for the health pilot, and for the three UCs defined for the
education pilot. First, a high-level overview of the UCs by using infographics is presented, and then
some screenshots of the processes are included.

4.1 Use case 1: The data owner (individual/organization) sells his/her data

Figure 13 gives a high-level overview infographic of the UC1 The data owner (individual/organization)
provides his/her data. The infographic can be downloaded from the following KRAKEN web page link:

https://krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC1 DataOwner 0.pdf

This use case enables citizens, institutions and organizations to offer protected personal and sensitive
data (biomedical data and well-being records).

The Data Providers are able to provide their data setting the user consent, the price of dataset and
defining the conditions of access and use of their data.

Data Providers (DPs) can register and access to the marketplace by using SSI solution, an SSI mobile
app which stores Verifiable Credentials (VCs) and key material for accessing the marketplace.

The marketplace shows a catalogue with the available datasets and the health metadata. Beside the
dataset price, the marketplace through the use of smart contracts stores the user consent for sharing
data and the access criteria.

The data can be used by food product manufacturers, health insurance companies or biomedical
product companies interested in certain lifestyles and demographics for marketing or product
development purposes.

The user can execute their right to be forgotten in accordance with the GDPR.

\(‘\
LS

T U 1 Health
IA se case ea
v_,\\,“ KMKEN THE DATA OWNER (INDIVIDUAL/ORGANIZATION) SELLS HIS/HER DATA

le to sell their data

he ———
Citizens, institutions and organizations are odeiodbiss i

enabled to offer protected personal and sensitive
data (bomedical data and well-being records)

Through the Marketplace App the Data
Providers are able to control their account
and track who is accessing the data.

The user can execute their right to be forgotten in
accordance with the GDPR

Figure 13: The data owner (individual/organization) provides his/her data?

The following figures (14a to 14e and 15a to 15b) show some screenshots of the process involving the
use of SSI mobile app for the registration process and login process (15a to 15b) and an overview of
the data provider creating a new data product on the marketplace (14a to 14e).

2 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC1_DataOwner_0.pdf
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Figure 14a shows the marketplace main dashboard, the Figure 14b presents the description of the
product during the process of creation of a new product, the Figure 14c depicts the selection of the
dataset to publish, the Figure 14d shows how is pricing the product and the Figure 14e depicts the
published final product.

® © ® 3 Kraken Marketplace X @@ kraken-cloud-storage - S3bucket 4 v
q () A A NotSecure | krak ployment-test.s3-website.eu-central-1 com/marketplace P A ¥ % O 3 |update
gf
KRAKEN DAsusoaRns MARKETPLACE david.dee@te..
Streams
Products

Subscriptions

Search with keywords(s)

el (‘(‘* e e\"*  ers

= =

A A ¢ ¢ H$
KRAKEN KRAKEN KRAKEN KRAKEN KRAKEN

test PRODUCT Test Batch Data Product Batch Data Product 2 whitelistingCompany payment
Free Free Free Free 0.042 DATA / hr
Analytics Batch Batch Analytics Analytics
-(‘(‘* [ oo £r3 e T e e, —(,r,)
&\¢ &H\& ,\f.-' ‘(\f‘ &

.,' ./’ %V %

~ ~ ~ ~

~

Figure 14a: Marketplace dashboard

® @ 3 Myhealthrecord | Kraken Mark X [l kraken-cloud-storage - S3 bucket + v
q C n A Not Secure | krak t.s3-website.eu-central-1 comj/core/products/fa77b65d484492 03 A a0
et
< Back “(\_“ KRAKEN Save & Exit

Name

Metadata for search

Cover image
Description

Preferen: nd legal permission:
Select the market sector that your data belongs to, for example health and wellness or eferences and legal permissions
education, and add tags to make your data more discoverable. Encryption and data storage
Choose market sector Price

Health and wellnes: v Privacy metrics

Add tags

Cholesterol Blood Pressure Body Mass Index

jAdd new tag Y

Preferences and legal permissions

The KRAKEN marketplace enforces user preferences and compliance with the GDPR when
sharing or trading personal data. Please answer honestly to the following questions so that
your i with the ion is

Figure 14b: Data provider creates a new product
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Figure 14c: Data provider selects the dataset to share
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Figure 14d: Data provider pricing the new product
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Figure 14e: New product published on the marketplace
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A recorded video of the process can be watched through the following KRAKEN web page link:
https://krakenh2020.eu/pilots/health

The use of the SSI mobile app is a common process to all the use cases when the user wants to access
the service provider such as the marketplace or the university site leveraging SSI solution.

The user read the QR code the marketplace shows (Figure 15a) and a connection is established
between de marketplace and the SSI mobile app, through this connection the user accepts the
credential offered by the marketplace for accessing the service (Figure 15b).

« C Q & Kk test, bsite.eu-central-1 om/login w @ & & In =

~

et P
-';(5’» KRAKEN DASHBOARDS MARKETPLACE Signin / Sign up
3 = = 7

Scan the QR code with your SSI wallet app

Figure 15a: Data provider accessing the marketplace by using the SSI app

4 Credentials &

Crodental offred by Marketplace
@ B
W/

the Market

) et mesistein  G57
%

2.4 ® 0 o ¢ a2 B 9 a

Connestions

Figure 15b: Connection established, and credential accepted in the SSI mobile app

A recorded video of the process can be watched through the following KRAKEN web page link:
https://krakenh2020.eu/pilots/health

In case a person is acting on behalf an organization (e.g., a private company or a research centre),
beside the VC issued by the marketplace for the login process, that person must provide a VC issued
by the organization for presenting to the marketplace. In this complex process is also involved the
Depute tool (user web app for requesting the VC and the administrator system side for accepting the
request and issue the credential). Additionally, behind the scenes and transparent to the user, the
KRAKEN Company Identification Tool (KCIT) is used for verifying the company DID and again the Depute
for checking if a credential has been revoked. This process has been tested by the developer team from
different partners and the marketplace support team.

Figures 16a to 16c shows some screenshots on how the person acting in behalf of an organisation asks
to the organisation for a VC for this purpose (on the up to the right side the user web site, on the up
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to the left side the admin web site, on the down left side the KCIT tool and on the down right side the
user mobile).

Figure 16a depicts the dashboard of the components involved in the process.
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Figure 16a: User Credential from the Depute tool user web app, Depute admin web app and KCIT

Figure 16b shows the credential presented by the user on the bottom right side and the marketplace
registration web page for accessing the KRAKEN data exchange platform.
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Figure 16b: Credential presented to the marketplace site, the Depute admin web app and KCIT

Figure 16¢c presents the credentials on the mobile wallet issued by the Depute and the marketplace
(down right) and the company validation (down left) made by the marketplace for giving access to the
marketplace (up to the left).
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Figure 16¢: Shows the credentials provided by the user for accessing the marketplace
Recorded videos of the whole process can be watched through the following KRAKEN web page links:

https://krakenh2020.eu/pilots/health

The process for creating a new product on the marketplace can be watched through the following
KRAKEN web page link:

https://krakenh2020.eu/pilots/health

4.2 Use case 2: The data consumers purchase access to data

Figure 17 provides a high-level overview infographic of the UC 2 The data consumers purchase data.
The infographic can be downloaded from the following KRAKEN web page link:

https://krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC2 _DataConsumersBuy.pdf

In this UC the DPs can offer two types of datasets on the SSl-enabled marketplace:

1. Data streams that include health, diet, physical activity and other wellness data collected by
mobile apps, wearable devices and other sources. These are available within the same
environment, creating additional value for organisations engaged in big data type analytics.

2. Personal health records collected and stored, such as laboratory results, medical records and
radiology images.

The marketplace shows a catalogue with the available datasets and the metadata. It allows researchers
to browse and select datasets of interest from a wide range of medical records provided by hospitals.

Data consumers can register and access to the marketplace through the SSI solution by using an SSI
mobile app which stores Verifiable Credentials (VCs) and key material for accessing the marketplace.
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KRAKEN Use case 2

THE DATA THAT CONSUMERS BUY
-~

The marketplace shows a catalogue with the available datasets
and the metadata. It aliows researchers to browse and select
datasets of interest from o wide range of medical records
provided by hospitals. Data consumers can register and access to the
marketplace through the SSI solution by using a SSI
mobile app which stores Verifiable Credentials (VCs)
and key material for accessing the marketplace.

Data providers can offer two types of datasets on the
Jst-enabled marketpiace:

The backup system allows the use of several
S devices and helps to recover VCs and key
X S S material if the mobile is lost or stolen

1. Data streams that include health, diet. physical activity and N % n,
other weliness data collected by mobile apps, wearable devices 2
and other sources. These are available within the same “

wironment, creating additional value for organisations

gaged in big data type analytics. (no incluir en imagen
eferencias a mobility/weather data).

Personal health records collected and stored, such as.
laboratory results. medical records and radiology images.

Figure 17: The data consumers purchase access to data’

The following figures (18a to 18c) show some screenshots of the health batch data product purchase
process.

Figure 18a presents the selection of the dataset by the consumer.

® 0@ g raken Marketplace x IS

4 X @ A NotSecure  kraken-deployment-test.s3-webslte.eu-central-1.

r 9 9ec67c695717d38d6d9.. | U0 A M % [0 O |Update =
fa
¢ KRAKEN

DASHBOARDS  MARKETPLACE

pasquale.min...

Heart Disease Dataset
(‘r’_’ 1 DATA/ hr
DN
AY;

N i

KRAKEN -

This dataset includes 100 records and 6 attributes related to educational

status, cholesterol, blood pressure, Body Mass index, heart rate a glucose Market Sector
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Data Product type
Batch
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Heart Diseases

Figure 18a: The consumer selects the dataset to access on the marketplace

The consumer indicates the use of the data product (Figure 18b).

3 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC2_DataConsumersBuy.pdf
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Marketing Publicly funded research Private research
Managment or improvement of Automated decision-making, eg.
business services artificial inteligence (including

profiling)

Categories of personal data that you will use

Patients medical records Genetic data Imaging data (ex radiology or

pathology images)

Mobile data (ex geolocation or from

wearable devices)

L3
To which country and region is the data transferred?

EU/EEA countries

To a non-EU/EEA country with an adequacy decision

To a non-EU/EEA country without an adequacy decision

Obligations under GDPR

Please be aware that by receiving and processing personal data you are considered a data controller under the

Figure 18b: The consumer determines how the dataset will be used

The consumer purchases the dataset, confirms the transaction and finally is able to download the file
(Figure 18c).

S Soodehon Heart Disease Dataset
Complete your subscription @ rocom @ oooneoe (‘h 1 DATA / hr [ Eapees m005924

\
| ) ——
KRAKEN

Sold by Paolo Manzi

New address detected! Click here to add to your

Heart Disease Dataset 1 hour acdress book.

Lo

Approx 10.00 EUR

- m

We've updated how gas fee estimation and
customization works,

Turn on enhancad gos fos Ul in Settings

@ Mewses eerience & J

DETALS  DATA HEX
“Estimoted gosfee O U.042/5 0.04275 XDAI

Max fee: 0.04275 XDA!

Total 004275 0.04276 XDAI
Amount1gosfoe  Maxameunt: 014275 XDA
This dataset includes 100 records and 6 attributes related to educational
i = \ status, cholesterol, blood pressure, Body Mass index, heart rate a glucose Market Sector
\ / » levels within a patient population Health and wellness
P pop

Data Product type
Batch

Category tags
Heart Diseases

Figure 18c: The consumer confirms the payment and download the dataset

A recorded video of the whole process can be watched through the following KRAKEN web page link:
https://krakenh2020.eu/pilots/health

4.3 Use case 3: The data monetization process

Figure 19 shows a high-level overview of the UC3 The data monetization process. The infographic can
be downloaded from the following KRAKEN web page link:

https://krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC3 TheDataMonetisationProcess.pdf

The KRAKEN biomedical marketplace will allow the exchange of economic value primarily using
Streamr's token DATACoin to pay for access to Data Products or computations on Data Products. Users
will also be allowed to exchange economic value using fiat currencies for Batch Data Products.
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An autonomous community of commercial data actors called Data Union is created through an open-
source platform, this model provides direct empowerment of the data owner.

The KRAKEN marketplace uses the public xDai blockchain designed for fast and inexpensive payment
transactions.

The monetisation of personal data within the KRAKEN marketplace involves the sale of access to data.
In the case of direct access to batch datasets and data streams, the marketplace has taken a payment
for time-based-access approach, enabling direct monetisation on a per-use basis. In the case of
privacy-preserving analytics using SMPC (Secure Multi-Party Computation), the KRAKEN marketplace
will take a pay-per computation / query approach. The data consumer doesn’t obtain direct access to
the input datasets and only obtains access to the results of the query or computation.

When access to a real-time data stream product has been purchased, it will be granted access to a
consumer. If, on the other hand, one or more personal health records have been transacted, a physical
copy of the data will be exchanged only after appropriate anonymisation.

Once the transaction is executed, involved parties will be able to exchange data in a secure way.

F" Use case 3
\" KMKEN THE DATA MONETISATION PROCESS

When a reak-time data stream product has been purchased, it will
be granted access to a buyer. If, on the other hand, one or more
personal health records have been transacted, a physical copy of
the data will be exchanged only after appropriate

An autonomous community of commercial data actors called
Data Union is created through an open-source piatformT; this.
model provides direct empowerment of the data owner. ~

The KRAKEN marketplace use the public xDai blockchain designed
for fast and inexpensive payment transactions.

>
T
-
The KRAKEN biomedical marketplace will
allow the exchange of economic value also
using fiat currencies.

The monetisation of personal data within the KRAKEN marketplace
involves the sale of access to data.
In the case of direct access to batch datasets and data streams, the

Also, users will be able to use Streame’s token

= marketplace has token o ment for time-based-access of oach.
(DATACoin) to pay for access to Data - . e e i iz
Prmshichs o crummiiatioens or Dol Prodicss & _ In the case of privacy-preserving analytics using SMPC. the KRAKEN
n the KRAKEN marketplace . 3 marketplace will toke a pay-per computation / query approach
p . The data consumer doesn't obtain direct occess to the input datasets
and only obtains access to the results of the query or computation

Once the transaction is executed, invoived
parties will be able to exchange data in a
secure way

Figure 19: The data monetization process*

The following Figure 20 shows some screenshots of the health dataset analytics product payment
process, where the consumer chooses the access period to data, the payment token, confirming the
transfer of funds and confirming the subscription until the transaction is completed.

ece MetaMask Notification

- Turn on enhanced gas fee Ul in Settings. @ Gnosis Chain
Choose your access period & payment token |
@ 7ot @ ovor.eans
.s3-websits g
central-l.amazonaws.com
1 Hour New oddress detected! Click here to add to your .
) L. address book. Transaction completed
Give permission to access >
your DATA? o
996 BALANCE { o i || v transaction on Etherscan
By granting permission, you are allowing the We've updated how gas fee estimation and ferify your transaction on Ethersc:
1l following contract to access your funds cstomization o |
B [ o ivaad v Fod U s Sostinge | https://blockscout.com/xdai/mainnet/tx/0xc... Copy link

@ Oxicde.e8bs D &

APPROX 10.00 EUR

Edit permission DETAILS DATA HEX
Estimated gas fee U 0.042/5 0.04275 XDAI
Si ted m
b ey Max foe: 0.04275 XDAI
kely in ¢ 30 seconds
TAIK @ Transaction fee Edit
A fee is associated with this $0.00
request. Total 004275 0.04276 XDAI
Cancel ““"'@ Amount + gas fee Max amount: 0.04275 XDAI
View full transaction details v

‘ i ) : 4'“’”‘ )
\ = 3 \ J/ &J

Figure 20: The consumer chooses the access period and payment token

4 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC3_TheDataMonetisationProcess.pdf
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The payment process is included in the UC2 recorded video and can be watched through the following
KRAKEN web page link:

https://krakenh2020.eu/pilots/health

4.4 Use case 4: Data Analytics as a service (DAaaS)

Figure 21 depicts a high-level overview of the UC4 Data Analytics as a service (DAaaS). The infographic
can be downloaded from the following KRAKEN web page link:

https.//krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC4_DataAnalyticsAsAService%28DAaaS%29.pdf

The KRAKEN platform enables distributed analytics as an additional service, based on SMPC.

Data consumers will be able to pay for standard set of fixed analytics queries (e.g., Average, Standard
deviation, Min and Max) on the data advertised in the marketplace. The results are returned to the
consumer when payment is confirmed, without granting direct access to the data.

Multiple companies currently experimenting with these techniques will be able to offer their services
through the KRAKEN platform, leveraging the availability of datasets (Data Products) in the KRAKEN
marketplace, while data owners will be remunerated for each analytics request.

(‘h‘ Use case 4
‘ g KMKEN DATA ANALYTICS AS A SERVICE (DAaaS)

KRAKEN piatform enables distributed analytics as
an additional based on SMPC

B\

rently experimenting with these techniques will be able to
igh the KRAKEN piatform, leveraging the availability of
ividuol dato owners will be remunerated for eoch

Services providers will be able to leverage the KRAKEN
platform to offer their tools to data consumers, opening up
an

Figure 21: Data Analytics as a service (DAaaS)’

The following figures show screenshots of the health analytics product publication process (Figure 22a
to 22c) and the health analytics product purchase and result processes (Figure 23a to 23c).

Figure 22a shows the type of method for publishing the data, in this case Privacy-preserving remote
analysis.

5 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC4_DataAnalyticsAsAService%28DAaas%29.pdf
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Publish data on the Kraken marketplace

The KRAKEN marketplace allows you to publish different types of data which can be accessed by data consumers in different ways. Select the most appropriate method for

publishing your data from the options below.

laad LI T
o
’

]

Data for download

Publish a static record or collection of static
records as a Batch Data Product on the KRAKEN
marketplace. These are made available for
download from your own cloud storage.

Privacy-preserving remote
analysis
Publish a collection of static records as an Analytics
Data Product on the KRAKEN marketplace. This
allows users to compute basic statistical functions
on encrypted data stored on your cloud without

Data Union

Publish a data stream as a Data Union on the
KRAKEN marketplace. Data Unions allow
crowdsourcing of data and sharing of revenues
from Data Product sales with large groups of users

simultaneously.

ever exposing the data to them.

Publish data

Publish analytics Publish data unions

Figure 22a: The data provider selects the method of publication

The data provider defines the analytics product (Figure 22b)

o
< Back &E KRAKEN Save & Exit Preview m
Name
This dataset includes 594 records and 6 attributes related to educational status, Cover image
cholesterol, blood pressure, Body Mass index, heart rate a glucose levels within a Description

patient population. .
Preferences and legal permissions

Encryption and data storage

**hold**

Metadata for search

Select the market sector that your data belongs to, for example health and wellness or
education, and add tags to make your data more discoverable.

Choose market sector

Health and wellnes: v

Add tags

Add new tag

Figure 22b: The data provider defines the analytics product

©OKRAKEN Consortium 34



D5.8 KRAKEN marketplace testing and validation final report

< Back

Choose file |Heart Disease analytics

Tag all columns in your file with standard medical terminologies in the fields below.

Column 1:

Column 2:

Column 3:

Column 4:

Column 5:

Column 6:

education

Cholesterol

Blood Pressure

Body Mass Index

heart

glucose

Save changes and encrypt

Upload your encrypted file on your cloud storage and then provide the file’s URL here:

Similar process to Figure 18c in UC1 follows afterwards.

O]

£13 KRAKEN

Save & Exit Preview

Name

Cover image

Description

Preferences and legal permissions

Encryption and data storage

Figure 22c: The data provider tags the columns to be encrypted

®—0—(0—0—0

Once the analytics product is available through the marketplace (Figure 23a), the data consumers are
able to purchase the results.

£33 kraen

(@
\"'1
¥

KRAKEN

DASHBOARDS

Heart Disease Dataset for
analytics

See analyitcs package options

Add to basket

Sold by Pa

This dataset includes 594 records and 6 attributes related to educational

status, cholesterol, blood pressure, Body Mass index, heart rate a glucose Market Sector

levels within a patient population.

Health and wellness

Data Product type
Analytics

Category tags
education,
Cholesterol, Blood
Pressure, Body Mass
Index, Heart Rate,
glucose

Figure 23a: Analytics product available on the marketplace

MARKETPLACE

According to the computation options the consumer buys access to the analytics package (Figure 23b).
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Computation basket for privacy preserving analytics
You have the following data analytics products waiting for computation
Analy“cs paCkage opl‘»ans and features Name Market sector Variables Number of records
Package feature Bl L] g T Heart Disease Dataset for analytics Health and wellness education, Cholesterol, Blood 594
e package package package Pressure, Body Mass Index, Heart Delete

Summary of analytics computation

Privacy preserving, remote analysis will be computed based on the following specifications:

o Boura 2 40KTA 330ATA Number of datasets selected 1

Records in total 594

Close
Comman variables in atasets education, Cholesterol, Blood Pressure, Body Mass Index, Heart Rate, glucose
Analytics functions to be computed Average, Standard deviation, Min and Max

Required analytics package Standard package

Price 1 $DATA

Figure 23b: Computation features for analytics package

After the confirmation of the transaction and the computation between the different SMPC nodes the
results are provided to the consumer (Figure 23c).

result (2)
education Cholesterol Blood Pressure Body Mass Index Heart Rate glucose
average 1.888890266418457 233.2628469467163  134.91932010650635 26.04709529876709 75.95966815948486 79.50512599945068
standard deviation | 1.062577247619629 45.076019287109375 23.201083183288574 5.4572054177856445 10.849327087402344 33.11737060546875
min 0 0 96 0 57 0
max 4 332 206 45.80000019073486 100 225

Figure 23c: Analytics results

A recorded video of the health analytics product publication process can be watched through the
following KRAKEN web page link:

https://krakenh2020.eu/pilots/health

The recording of the health analytics purchase process, and the retrieved results can be watched
through the following KRAKEN web page link:

https://krakenh2020.eu/pilots/health

4.5 Use case 5: University Produces Academic Data

Figure 24 presents a high-level overview of the UC5 University Produces Academic Data. The
infographic can be downloaded from the following KRAKEN web page link:

https.//krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC5 University%20ProducesAcademicData 0.pdf

The University generates a large amount of education data that serves as evidence of students’
progress.

The university offers a service to students for requesting VCs (Verifiable Credentials), requiring strong
authentication by using elD means through the connection with the eIDAS network.

The University can generate VCs including student graduation certificates (bachelor or master's
degree), certificates of attended courses or enrolment status. These VCs are digitally available and
easily verifiable authenticity by cryptographic means.
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The university generates a VC with the selected student's academic data. The VC will be stored in the
student's SSI wallet and backed-up on their SSI cloud wallet and can be shared with other
organizations.

The student can use their VCs from different devices and recover the VCs if the mobile is lost or stolen.

21 ey .
\( 7 Use case 5 Education
V‘,\\‘“’ KMKEN UNIVERSITY PRODUCES ACADEMIC DATA

The University generates a large amount of education data that
serves as evidence of students progress.

The university can generate Verifiable Credentials ~ The university offers a service to students for requesting VCs,
(VCs) including student graduation certificates BN requiring strong authentication by using elD means through the
(bachelor or mater's degree), certificates of - 3 o connection with the elDAS network

attended courses or enroliment status. These VCs *'"

are digitally available and easily verifiable

authenticity by cryptographic means.

1. Student graduation certificates, such as a
bachelor's or master's degree

2. Certificates for each course the student
attended, including their grade

3. Enroliment status credentials for
individual terms

The university generate a VC with the selected
student’s academic data. The VC will be stored in the
student's SSI wallet and backed-up on their SSI cloud
wallet, and can be shared with other organizations.

The student can use their VCs from different devices and
recover the VCs if the mobile is lost or stolen.

Figure 24: University Produces Academic Data®

The student browses to the Education Credential Exporter Graz University online site and login in
(Figure 25a).

Q8 = v « st E (= -]
Sitogn
KENNE N hcation Pkt Dema:
Gt Uity of Erchursclongy

Education Credential Exporter (KRAKEN Demo)

DS e o ool e AR D SS90 s 1350, Y0 G0 Tt ol S0t v

T et ot Woalied ol yeimat depicorurs, e e of inciveichad dimarii.
Trgort Ehghorma
Esgedt Crades Connect your Wallet

it conmct oo mailer 50 peport 4 ipiorm o o graces o

Export Diploma
T [ Y 0 O SO 7 L AT

Export Grades

b o 2301 g o racken i cly ol lorm

Prrvacy Policy Logal totics  Contact

Figure 25a: Graz University login page

The student connects her/his wallet with the Graz system (Figure 25b).

6 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC5_University%20ProducesAcademicData_0.pdf
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@ @ lonicapp X | we Education Credential Exporter X | =+ i _ o 5
€ (¢] O B8 & nttpss tugrazat ) A @ & In =

DE Demoé6 Kraken v/

KRAKEN Education Pilot Demo
Graz University of Technology

Education Credential Exporter (KRAKEN Demo)

Welcome
Scan QR code using your SSI Identity wallet on your smartphone.
Connect your Wallet
1o don't haua anu SSLdaotituallat anvaucghone, click here to install the KRAKEN wallet app for Android,
Export Diploma First connect your wallet to export a diploma or course grades next News connection
Export Grades Identify for using TU Graz KRAKEN
Demo services
ACCEPT
. v
< >
H P Escribe aqui para buscar H @ o3 ™ H» 9 £ ¥ s B B ( @ 24°C Mayorm. solea.

Figure 25b: The student connects her wallet with the Graz system

Once the connection is stablished the student can export her/his diploma or grades (Figure 25c).

@ (®) lonic App x & Education Credential Exporter = X + v = [w] X
= &7 O & & nttps://kraken-edu.iaik.tugraz.at/en/issue-grades o zom =
=
DE Demo6 Kraken

KRAKEN Education Pilot Demo
Graz University of Technology

Education Credential Exporter (KRAKEN Demo)

Welcome )
Operating Systems Export to SSI Wallet
Connect your Wallet 5ECTS
Allow C tati
Export Diploma B bl il

2017-01-01
Export Grades

Human-Computer Interaction and Visual Computing Export to SSI Wallet
4 ECTS

2 Grade Allow Computation
2017-02-01

Data Management and Data Science Export to SSI Wallet
3ECTS

3 Grade Allow Computation
2017-03-01

Theoretical Computer Science Export to SSI Wallet
2ECTS

4 Grade Allow Computation
2017-04-01

Privacy Policy Legal Notice Contact

Figure 25c: The student exports diploma or grades to her wallet

The student accepts the credential sent by the Graz system (Figure 25d).
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@ ®) lonic App X | W Education Credential Exporter X | 4 v = (=] X ANE LX1 amo
¢ (¢] QO 8 = nttpsyi k tugrazat w ® & In = i :
o ‘ Dermos Kiaken & Credential Details
KRAKEN Education Pilot Demo
Graz University of Technology TU Graz KRAKEN De-
Education Credential Exporter (KRAKEN Demo) @
Welcome Credential Name
Connect your Wallet :
Credential offer sens!
Export Diploma
1. Please open the SSI wallet app (e.g. ledger uSelf) on your phone.
2.Go to the "Credentials” tab and accept the credential offer.
ACCEPT
CREDENTI
AL
Privacy Policy Legal Notice Contact
H P Escribe aquf para buscar g g e ¢ » 9 e v T M o ( @ 24°C Mayorm. solea.

Figure 25d: The student accepts the credential sent by the university

The student receives the credential into her wallet for using in the future (Figure 25e).

@ | @ lonicApp X | W Education Credential Exporter X |+ v i a
« (¢] O B & hitpsy/kraken-edu.iaik tugraz.at/en/issue-grade x4 & om

| DE Demos Kraken \/ Credentials

KRAKEN Education Pilot Demo Tug Degreed
Graz University of Technology Academic Course Grade (Data
Management and Data Science)

Education Credential Exporter (KRAKEN Demo)

fresco

Wcicome Check your wallet on your smartphone for your course grade credential, N Academic Course Grade
(Human-Computer Interaction and
Visual Computing)

Export Diploma Wsct 2022 16585

Connect your Wallet

Export Grades

Tug DEGREE3.

Academic Diploma (Unterrichtsfac’
Darstellende Geometrie)

Vet 2022 12994

Tug Degree2

Academic Diploma (Bachelorstudir
Elektrotechnik-Toningenieur)

Tug Grade1
Academic Diploma (Unterrichtsfac’

Privacy Policy ~Legal Notice Contact

Figure 25e: The credential is stored in the student’s smart phone wallet

A complete video recording of this process can be seen in the KRAKEN web page on the following link:

https://krakenh2020.eu/pilots/education

4.6 Use case 6: Recruitment Service Academic Data

Figure 26 shows a high-level overview of the UC6 Recruitment Service Purchases Academic Data. The
infographic can be downloaded from the following KRAKEN web page link:

https://krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC6 RecruitmentServiceBuysAcademicData.pdf
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The University generates a VC with the selected student's academic data. The VC will be stored in the
student's SSI wallet and can be shared with other organizations. The content of the SSI Wallet can be
backed-up on their SSI cloud wallet.

Recruitment of candidates will be carried out through an Online Company Recruiting Service (Figures
27ato 27e).

After submitting this VC, the HR (Human Resources) system can reliably verify the validity of the VC via
the KRAKEN trusted environment.

The HR department collects applications to support an HR expert in assessing the qualification of
applicants according to the desired profiles and find the best match accordingly (Figure 27f).

Use case 6
RECRUITMENT SERVICE BUYS ACADEMIC DATA

The University generates a VC with the
selected student's acodemic data

X
\,\S'
&

The content of the SSI Wallet can be f
backed-up on their SSI cloud wallet

Recruitment of candidates will be carried out
through an Online Company Recruting Service.

The HHRR department collects
applications to support an HR expert in
assessing the qualification of applicants
according to the desired profiles and find
the best match accordingly.

The VC will be stored in the student’s SSI wallet and
can be shared with other organizations

After submitting this VC the HR system can reliably
verify the validity of the VC via the KRAKEN trusted
environment

Figure 26: Recruitment Service Purchases access to Academic Data’

The student browses to the HR job-application online site and selects an offer (Figure 27a).

@ | ® lonicapp x | + y T
4 c o8 ! azurecom * SO RN
@ KRAKEN UCE6: verifiable on-line job icati & = (
KRAKEN : a job application o |

proof submitted

A research position in the field of Natural Language Processing and
Information Extraction from clinical documents in a multilingual
perspective

Tenure Track for a Softv reloper at Digital & Well-being Center.

The Digital Health and Welbeing (GHWB) Centre focuses on supporting an equitable and sustainable public
healthcare system based on the pervasive use of digital technologies and Al by both empowered ctizens and
healthcare professionals, in the context of the 4P medicine. The actwities of the HWB Centre focus on promoting
and supporting a value-chain that combines high-qualty scientfic research (open and targeted) and innovation
(social and technological) to have a signficant impact on society (citzens and healthcare system) and market

The Natural Language Processing (NLP) research unt develops models of human languages,
focusing on writen texts. We are active in the follovang areas: fext mining (document classification, information A research positi field i Extraction i a
extraction and ontology population from text, semantic inferences, analysis of the sentiment and of the emotional

sk logue systems, collaborative human-machine dialogues,
generation of explanatons), and development of f resources, particularly for the Htalian language. In al the multilingual perspective
above areas, deep learning techniques are exploit mmon issue concerns the “explainabilty’ of the choices

carried out by the systems. We are fond of contributing to the Ralian NLP community.

FBI actively seeks diversity and inclusion in the workplace and is also committed o promoting gender equaiiy.

Job Description

FBK is looking for a candidate to cover the 5 years position with a dynamic, highly motivated, researcher in the field
of “Natural Language Processing” for the NLP Unit of Digital Health and Wellbeing Center The candidate will work
‘within the NLP Unit, in accordance with the Head of Unit and the strategies of the Research Unit and JHWB Centre

The current cal is in the context of the Horizon Europe project eCREAM (Enabling Clinical Research in Emergency A research posttion in the field of Natural Language ] Extraction in th
and Acute care Medicine through automated data extraction). The project (coordinated by Istituto di Ricerche
Farmacologiche Mario Negri) starts in September 2022 and lasts 5 years. It will deal with Emergency Departments’
issues and the management of patients' data.In the context of the project we will work on the development of
muttiingual neural models for the clinical domain and the annatation of textual resources for & languages (English
Greek Ralian Polish Slovakian and Slovenian), s

for: A research position in the field of Natural Language Processing and Information Extraction from clinical
documents in a multilingual perspective

Figure 27a: Description of job application on the HR site

7 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC6_RecruitmentServiceBuysAcademicData.pdf
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The student establishes a connection with the HR job-application online site by using the SSI mobile
app (Figure 27b) and register on the site (Figure 27c).

@ | @ lonicApp X | wA Education Credential Exporter | X + v = o X ANE LX1

I

* @ & I

e« s c O B hitpsyfzoom-est

e e . B =
KRAKEN UCS6: verifiable on-line job application proof submitted am?m

KESSLER

KRAKEN

ACCEPT

Figure 27b: Student connecting to the HR site

@ (®) lonic App X ™ Education Credential Exporter = X + v & a X
G O B hitps://zoom-test.westeurope.cloudapp.azure.com/kraken/home * ® & N =
E =X
KRAKEN KRAKEN UCEG: verifiable on-line job application Hroat st mam
BRUNO KESSLER

ACCEPT AND SUBMIT

Figure 27c: Student registration and giving consent for using data
Once the connection is stablished the student presents the proof of diploma/degree stored in the

mobile app (Figure 27d).
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@ ®) tonic App X | W Education Credential Exporter X + v -

« (¢] O 8 azure.com * 9 g
Presentation Proof
3 o - . 8 =
KRAKEN KRAKEN UC6: verifiable on-line job application fraat stibimiiiad D( It
Please provide a proof with (KRAKEN) app s a

Provide registration VC on KRAKEN app [ Tug veGREES
On

%4 Tug Degreed

[ TugGrade1

REJECT

P Escribe aquf para buscar =TH - - ™ H 9 £ v ¥ | e

Figure 27d: Student selecting credential to be sent to on-line job application site

The credential reaches the HR job-application online site (Figure 27e) and can be seen by the HR staff
(Figure 27f).

@ (®) tonic App X | A Education Credential Exporter X + v = o X
& (6] O 8 nt este » azure.com n/t * @ &8 I =
£ " o . =} =<

KRAKEN KRAKEN UCE6: verifiable on-line job application ‘D

proof submitted ,,,

Provide registration VC on KRAKEN app
Thank you

Your application for A research position in the field of Natural Language Processing and Information
Extraction from clinical documents in a multilingual perspective was submitted succesfully!

B 2022-10-2112:23 Juan 1 sample-student-id2 on 2017-03-01 - Data Management and Data Science

Figure 27e: Student applicant successfully registered the application on the HR on-line site
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Figure 27f: List of students’ applications on the HR on-line site

A complete video recording of this process can be seen in the KRAKEN web page on the following link:
https://krakenh2020.eu/pilots/education

4.7 Use case 7: Processing of Academic Data

Figure 28 gives a high-level overview of the UC7 Processing of Academic Data. The infographic can be
downloaded from the following KRAKEN web page link:

https://krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC7 AcademicDataProcessing.pdf

The university shares students' degree and qualifications data through the KRAKEN platform. Dataset
can be signed as proof of authenticity.

The marketplace offers to data consumers statistics related to different courses or schools, while
preserving the student's privacy. The data will be treated with privacy-preserving techniques such as
SMPC, so as not to reveal the identity of the student, but to facilitate the analysis.

SMPC allows statistical analyses to be performed on academic data provided by the university, for
example to calculate the average mark of a class.
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KMKEN PROSC?SSﬁlg:FeACADEM[C DATA

The marketplace offers to recruitment services statistics
related to different courses or schools, while preserving
the student’s privacy

The data will be treated with privacy-preserving
techniques such as SMPC, so as not to reveal the identity
of the student, but to facilitate the analysis.

The university shares students’ degree and

qualifications data through the KRAKEN platform
SMPC allows statistical analyses to be
performed on academic data provided by
the university, for example to calculate the
average mark of a class with which the
applicant's data could be compared to
achieve a more objective view.

The recruitment service could compare a person's course
certificates with students in the same courses to identify
particularly talented people, either during the assessment of
an application or even beforehand to approach them

Figure 28: Processing of Academic Data?®

In the same way as seen in the UC1 and UC4 for the health pilot, university can publish grades data on
the marketplace for analytics purpose in two ways unsigned (Figure 29a) and signed for proof of its

authenticity (Figure 29b).

@ Brave Fio Edit View History Bookmarks People Tab  Window  Help @ + # = Q8 O Twe250ct 12:09

- s ]
® 0 @ (3 archtecture Grades TUGraz| - x i S3 Mansgement Console @ wosken-cloud-storage - S3bucket | 4 v
q c 0 A NotSecure s3-website pe— p elproducts/a3aebcddazecbaTiocateda73b76b8seb.. | G A ¥ asDD
@ KRAKEN DASHBOARDS  MARKETPLACE  pasquse.min

Architecture Grades TU Graz

See analyjitcs package options

e~
"'
>

x
Add to basket
Sold by Paolo Manzi
This dataset includes course grades from 81 students within TU Graz who
studied for a in and in the class of 2021 Market Sector
Education

Data Product type
Analytics

Category tags
Course Grade, TU
Graz, Bachelor,
Architecture

Number of records
81

TUA Aradac braban & | soey il X

Figure 29a: Published university analytics product

8 https://www.krakenh2020.eu/sites/kraken/files/public/content-files/2022/UC7_AcademicDataProcessing.pdf
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Figure 29b: Published university analytics signed product

Complete recording videos of these processes can be seen in the KRAKEN web page on the following
links:

https://krakenh2020.eu/pilots/education

As seen in UC4 for health data product, an analytics package of the education data, published by the
university, can be purchased by a data consumer (Figure 30a), obtaining the results (Figure 30b).

® © ® 3 Kroken Marketplace x @ S3Management Console @ kraken-cloud-storage - S3 bucket | 4+
d (o A A NotSecure | krak s3-website 11 om/marketplace/computation-basket P A "
Name Market sector Variables Number of records
Architecture Grades TU Graz Education Grade 81 Delete -
Account 1 N
® Comnected H

m OxB46..F28C 1)

Summary of analytics computation
Privacy preserving, remote analysis will be computed based on the following specifications: °
Send
Number of datasets selected 1 Assets Activity

Con i datasets Grade - 0XDAI
oxoa
Anaiyticsfunctions t be computed Average, Stondard devition, Min and Mox
) Approve DATA spend ...
RS Sl ycs pckags Stindind picage S 06t 25 _rald amozonaws.com.
Price 1 $DATA

Figure 30a: Data consumer buys an education analytics package

result (8)

' Grade

average 3.11111354827880B6
standard deviation | 1.6177968978881836
min 1
max <]
) L3
Figure 30b: Education statistic results after analytics

A complete video recording of this process can be seen in the KRAKEN web page on the following link:

https://krakenh2020.eu/pilots/education

4.8 Extra Use cases:

This section provides screenshots and videos of both, common processes to all the use cases and those
processes and flows not included in the use cases but developed during the KRAKEN project lifetime.
It includes the following processes:
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e Use of LIM asset for obtaining a credential form elDAS network
e Use of LIM for signing a document
e KWCT company tool

e Back up of credentials and key material stored in the mobile wallet, by using the SSI mobile
app.
e Use of Marketplace mobile app

4.8.1 Use of LIM for obtaining Credential from elDAS network and signing
document

The end-user browses to the LIM main page and connects her/his wallet (Figure 31a).

£3
= X

& KRAKEN Legal 1dentity Management
~

please, connect your wallet

i Home Scan this code or copy info below
@ Connect yougwallet
New connection

@Help

Identify for using Legal Identity
Manager services

ACCEPT

Figure 31a: User connecting her/his wallet with the Legal Identity Manager

Once the connection is established the end-user asks for an identity VC issued by the elDAS network.
To this end and for security checking a mobile phone number is included and an OTP is sent to the
mobile (Figure 31b).

(‘h kraken-lim.its-lab-infocert.it says
= 3 KRakeN

OTP sent to number: ...591

, please: insert it below

$ 5.1 100% 808:33

Connections

Legal Identity Manager
25 0c1 2022 06:32:44

A Home Telephone number identification

@ Disconnect your wallet Active connectiond ID:
d9efa318-0a04-46da-a61d-

@ Get your identity VC 5f30d2f6db1f

@sign a pdf

1.8 +39 - 335642659
e.g 4393123456789

lsnd.kﬂz

Figure 31b: User asks for an identity VC

After the mobile phone has been identified the user is able to proceed with the identity VC request
(Figure 31c).
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Infocert LIM backend running configurations info page

LIM backend running SP metadata (local address )
LIM backend SP metadata signed for AGID
running Configuration

running spid to EIDAS translations

Login with SPID  [(la==er L)
Login with (=[0I (https://identity.svint.infocert.it)

TR (GRSTE DI (https://sp-proxy.pre.eid.gov.it/spproxy/idpit)

Figure 31c: User selects Identity Provider

The end-user selects her/his origin country for being redirected to the right country eIDAS node (Figure
31d) and selects the identity provider. By accepting to deliver her/his identity data (Figure 31e) the
identity provider delivers the information, which finally reach the LIM creating the identity VC to be
sent to the mobile user (Figure 31f). This identity VC is stored in the mobile wallet for future use (e.g.,
sign a pdf).

[o]
SP_EU
WITH LEVEL OF ASSURANCE low [
IS REQUESTING THE
FOLLOWING ATTRIBUTES
Step1 13
U S E Yo U R YOUR BASIC INFORMATION
ATURAL PERSON
NATIONAL elD :
TO ACCESS .
o N LI N E /' First Name

v Date of Birth

SERVICES

AR m

Figure 31d: User accepts delivering identity data

‘ InfoLert )  accedi con SPID InfoCert 1D

spad

FICEP IDPPROXY
InfoCert 1D

Accedendo a questo servizio autorizzi InfoCert a trasmettere le seguenti
informazioni:

» Codice identificativo SPID
= Nome

= Cognome

= Data di nascita

Non autorizzo Autogizza

Per consultare linformativa sul trattamento dei dati personali ai sensi del Regolamento 2016/67/UE clicca qui

Figure 31e: User consents to deliver specific identity data
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@ Disconnect your wallet Active connectiond ID: f i
d9efa318-0a04-46da-
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IT/IT/INFC0000000326
@ sign a pdf

ACCEPT

CREDENTIA
L

Figure 31f: User receives the identity VC from LIM

A complete video recording of this process can be seen in the KRAKEN web page on the following link:

https://krakenh2020.eu/marketing-material/demo-videos

4.8.2 Use of LIM for signing a document
The end-user uses the LIM for signing a pdf document by using her/his Identity VC (Figure 32a).

(" -] This project has received funding from the European Union’s
= k&} KRAKEN Legal 1dentity Management St R HE T
Notifications

LIM instance connected to user's wallet

Legal Identity
Manager

Credential
Presented: [Paclo

A Home Sign documents with advanced PADES signature P T,
elD Credential

. Welcome Paolo Manzi 25 083648
@ Disconnect your wallet

i » rivacy informative: Credential issued
(S Ty e . pleayse read and by Legal Identity
r M
accept it L
@sign a pdf Credential

management

3542

Privacy informative read and accepted

Credential
provided by Legal
Identity Manager

LIM Electronic

D =

TINEXTA GROUP L

3503

[tnfoCert S.p.A._Informaton notice InfoCert privacy services ]
Informaton Notice
pursuant to Article 13, Regulation (EU) 2016/679 (the “Regulation” or “GDPR™)

Wiith thic infrrmatinn antice TnfaCart & n A wanld likas ra illnerears tha niemaese farwhick it callaces and

Figure 32a: User selects the identity VC for signing the document

The user selects the pdf to be signed (Figure 32b).

©OKRAKEN Consortium 48


https://krakenh2020.eu/marketing-material/demo-videos

D5.8 KRAKEN marketplace testing and validation final report <

# Desktop Q

Date Added

Paolo_Manzi_Informativa dipedenti e collaboratori.pdf
Informativa dipedenti e collaboratori_PM.pdf
Informativa dipedenti e collaboratori.pdf
Informativa_dipedenti_e_collaboratori.pdf
730-Manzi.pdf

DPODDDE

CV Marina Manzi.pdf

Options Cancel

Figure 32b: User selects the document to be signed

An OTP is sent to the user mobile phone for identifying the phone (Figure 32c) which contains the
selected identity VC (Figure 32c).

= {\9 KRAKEN Legal 1dentity Management Under gran Siveeman No 871473 T -
~

T A £ = .11 100% @ 08:39
Notifications

LIM instance connected to user's wallet
Legal Identity
Manager
Credential
Presented: [Paclo
: 5 : Tim) f
# Home Sign documents with advanced PADES signature S o
eID Credential
Welcome Paolo Manzi L aticon.
°Disconnect your wallet

i OTP sent to Credential issued
© Get your identity VC ol by Legal Identity
Manager

©sign a pdf

Credential
mi

it theotp ] Credential
provided by Legal
Identity Manager

LIM Electronic
Identity

Figure 32c: User enters the OTP for verifying the mobile phone

A complete video recording of this process can be seen in the KRAKEN web page on the following link:

https://krakenh2020.eu/marketing-material/demo-videos

4.8.3 KWCT Company tool

Figure 33a and Figure 33b show some screenshot of the KWCT, a company tool to company employees
for accessing company site by using SSI solution providing a VC issued by the company.
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Figure 33a: Credential issued by the company
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Figure 33b: KWCT managing presentations and credentials

A complete video recording of this process can be seen in the KRAKEN web page on the following link:

https://krakenh2020.eu/marketing-material/demo-videos

4.8.4 Back-up credentials on SSI mobile app

The back-up system allows the user to back-up the credentials and key material in a cloud wallet, in
case the mobile is lost or stolen the user can recover the credentials from the cloud wallet and installed
it on a new smart device. Also, allows the use of several devices. Figure 34a shows the main screen of
the back-up functionality in the SSI mobile app. After registering the device, the wallet content is
exported to the cloud wallet or stored in a paper key (to be safely stored) completing the backup
process. If the user lost her/his mobile 1, she/he can import the key material in another mobile 2 by
importing the paper key by reading the QR code, which contains the credentials and key material from
mobile 1 (Figure 34b). Once the backup restoring process is completed, the mobile 2 contains the
credentials from mobile 1 (Figure 34c).
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Figure 34b: Completion of the back-up process
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Figure 34c: Restored credentials in the additional device
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A video recording of this process can be seen in the KRAKEN web page on the following link:

https://krakenh2020.eu/marketing-material/demo-videos

4.8.5 Use of Marketplace mobile app

Figure 35 presents some screenshots of the Marketplace mobile app manging the user account.

£33 krakeN S

Healthcare Marketplace

G

KRAKEN
a product test

amazing test product

My data products for sale

| am interested in

ing

IH

Selling

Eu Countries:

Minimum Subscription Time (s

Unéversity TUGraz

Allowed Marketing e

a
Figure 35: Marketplace mobile app user basic functionalities

A recording of this mobile app can be seen in the KRAKEN web page on the following link:
https://krakenh2020.eu/marketing-material/demo-videos
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5 Conclusion

This document has provided results from the evaluation of the KRAKEN platform, final release, by 35
users belonging to the target user groups involved in the health and education pilots.

This second study complements the findings derived from the evaluation of the first KRAKEN
marketplace release conducted in October 2021 with 15 users, whose results were reported in D5.7
“KRAKEN Marketplace testing and validation first report”. The initial evaluation results were used in
the third project year to improve and finalize the KRAKEN marketplace release for the health and
education pilots.

Overall, the results regarding usability of the prototype release, measured on the SUS questionnaire,
show an average score of 52.95 (SD 15.92) for the health pilot and an average score of 50 (SD 24.32)
for the education pilot. These scores indicate that the KRAKEN platform usability is OK/Fair and reaches
a marginal level of acceptance. These findings show that the KRAKEN usability should be improved in
the case of its deployment in a B2C scenario, and that the status of the final release makes it more
suitable to a B2B audience, having some technical expertise or knowledge in the domain of data
sharing platforms. Results from the investigation of other main factors influencing the adoption of
KRAKEN in the health and education domains shed further light on participants preferences, and main
concerns in this cutting-edge technology field. In general, participants expressed appreciation for the
KRAKEN concept and use cases, they provided suggestions and recommendations for supporting a
future deployment of the platform in B2B and B2C scenarios.

Findings from this KRAKEN final piloting phase are relevant to inform the next KRAKEN exploitation
activities, to facilitate a wide adoption of the KRAKEN solution by early adopters and stakeholders in
the next months, as well as to inform the design community currently working on the development of
innovative, user-friendly data sharing platforms.

Finally, this document provided details regarding the different processes of the four UCs for the health
pilot and of the three UCs for the education pilot that were completed in the last KRAKEN project year.

Also, additional details related to process and components not included in the described use cases but
developed during the lifetime of the KRAKEN project, including screenshots and videorecording of the
processes.
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Annexes

Annex A
Information sheet and consent form presented to users involved in the second evaluation round
KRAKEN INFORMED CONSENT FORM
The user of the KRAKEN Platform second prototype:

I, hereby freely and voluntarily give my CONSENT to participate in the evaluation study of the
KRAKEN Project to the benefit of the KRAKEN Consortium.

I understand and agree that my personal data will be processed during the recording of the activities
pursuant to the KRAKEN Platform evaluation. These personal data (name, gender, age group, email
address, occupation, video recording of answers and comments regarding the KRAKEN evaluation) will
be processed for and on behalf of the KRAKEN consortium members as detailed in the information
sheet, for purposes of testing of the technologies included in the Health and Education Pilot Cases, as
developed during and for the KRAKEN research project. My personal data will be processed in a
confidential manner, taking into account applicable data protection laws, and in compliance with the
General Data Protection Regulation (GDPR).

Please read carefully the accompanying information sheet, which further details the personal data
processing activities and the rights you have as a data subject.

Giving my consent, | confirm that:

1. I HAVE CAREFULLY READ and UNDERSTOOD THE INFORMATION SHEET

2. All questions that | posed have been answered to my satisfaction,

3.1 AM FULLY AWARE THAT:

- Itis my right to withdraw my consent for my participation and associated personal data processing
from the evaluation study at any time without consequences,

- Any information about myself will be treated as confidential by research Consortium members, the
European Commission and its expert project reviewers.

- My personal data will only be processed by the KRAKEN consortium and will only be used for
purposes of research related to the development of the KRAKEN technology, demonstration,
validation and training in use of the research tools developed, as detailed in the information sheet
and in compliance with GDPR.

- Extracts from the pilot testing proceedings will be demonstrated before the European Commission
Project Officer and the appointed Reviewers for the purpose of validating the KRAKEN project.

- In any publication resulting from the KRAKEN evaluation study, my personal details will not be
revealed and it will not be possible to retrieve any data which might disclose my identity.

4. HAVING READ, UNDERSTOOD AND ACCEPTED ALL OF THE ABOVE,

I hereby agree, for legal and ethical purposes, to the participation in the KRAKEN evaluation study and
to the use of my personal data that results there out.

Tap/click | agree / | do not agree

CJ 1 agree
O 1 do not agree

Signature
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KRAKEN INFORMATION SHEET - DATA COLLECTION FOR THE PILOT EVALUATION
WITHIN THE FRAMEWORK OF THE KRAKEN PROJECT

You are being invited to take part in a research study in the framework of the KRAKEN project. Before
you decide whether to participate it is important that you understand why the research is being done and
what it will involve. Please take the time to read the following information carefully. If there is anything
that is not clear, or if you would like more information, please get in touch with the research team
(contact details at the end of this information sheet).

Purpose of the research

This research is carried out under the HORIZON 2020 project KRAKEN (Brokerage and market
platform for personal data), funded by the European Commission under grant agreement No 871473.

The project develops a trusted and secure personal data platform with state-of-the-art privacy aware
analytics methods, guaranteeing on metadata privacy, including query privacy. It aims to return the
control of personal data back to users (data providers) throughout the entire data lifecycle. It will
standardize different IT solutions thanks to featuring the (privacy-preserving) integration of
independently obtained data sources from subjects consenting to different analyses. The project
combines, interoperates, and extends the best results from two existing mature computing platforms
developed within two H2020 actions: CREDENTIAL and MyHealthMyData.

You can learn more about the project at https://www.krakenh2020.eu/

Procedure description

The KRAKEN Platform testing will take place online from September 5™ 2022 until September 30"
2022 and it will consist of two main sessions: one individual use of the platform for usability
checking and rating, one group session moderated by the consortium partner FBK (Fondazione
Bruno Kessler) where testers participating in the evaluation will be asked to answer some questions
regarding key expectations and preferences for the future use of the KRAKEN Platform.

More precisely, you will be asked to attend the following testing phases:

- Phase 1: you will be asked to individually access and use the KRAKEN platform, to explore
key functionalities included in its second prototype release. You will be provided by FBK
with the list of tasks and guidelines to explore the KRAKEN platform and asked then to fill
in a questionnaire to rate the level of usability of the prototype used, its perceived subjective
quality and usefulness.

- Phase 2: you might be invited to join an online session (on MS Teams conference system,
duration 1.5 hours) with other participants who attended phase 1, moderated by FBK, where
you will be asked questions regarding your expectations and preferences for the future use
of the KRAKEN platform. The session will be recorded for a subsequent quantitative and
gualitative analyses of the participants responses that will be elaborated and reported
anonymously for research purposes.

Your participation to this evaluation will be rewarded with an Amazon gift card of 50 Euros.

KRAKEN partners

Atos Spain s.a.

InfoCert S.p.A.

AIT Austrian Institute of Technology GmbH

Graz University of Technology

XLAB razvoj programske opreme in svetovanje d.o.0.
Katholieke Universiteit Leuven

Fondazione Bruno Kessler (FBK)

Lynkeus srl

TX Technology Exploration Oy

10 Stiftung Secure Information and Communication Technologies

=
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Consent, privacy and data handling

You are asked to consent that your personal data will be used for the pilot testing of the KRAKEN
platform, as described above. Your consent will be collected by the project partner FBK which is in
charge of collecting and analysing the testing data for project reporting.

While the carrying out of the pilot test, the following categories personal data will be collected and
used:

- Name and surname

- Gender

- Email address

- Age group

- Occupation

- Video recording of answers/comments regarding the KRAKEN evaluation

Data, collected in this testing phase, will only be accessible to FBK and partners involved in the
Educational and Healthcare pilots.

Results from the evaluation will be presented before the European Commission Policy Officer and
appointed Reviewers for the purpose of reviewing and validating the KRAKEN project.

Anonymised research results will be published in journal articles, conference presentations and via
other modes of scientific exchange and dissemination.

Potential risk and discomfort

If, at any time, you should become tired or feel other forms of discomfort, you can simply quit the
participation in the KRAKEN evaluation study.

The period for which the data will be stored

The data will be stored until the end of the KRAKEN project, i.e. until December 2022, and then
permanently deleted. In some cases, e.g. because it is needed for the research purpose or because of
a legal obligation, then the personal data might be retained for a maximum of one year after the
termination of the project, unless otherwise indicated or requested by a supervisory authority or for
auditing purposes.

Voluntary participation and right to withdraw from the research

Your choice to take part in the research is entirely voluntary. You are completely free to choose not
to participate, or to withdraw your participation at any moment without any consequence.

Rights of the participant
You have all the rights stated in Chapter 111 of the GDPR (articles 13-22), and in particular:

a. You have the right to request from the controller access to and rectification or erasure
of personal data or to restrict processing concerning yourself or to object to
processing.

b. You have the right to withdraw your consent, the right to refuse to participate and to
withdraw your participation, samples or data at any time —without any
consequences.

c. You have the right to lodge a complaint with a supervisory authority.

For this purpose, you can contact:

- For the Education Pilot Case: Stefan More (TUG) [stefan.more@iaik.tugraz.at]

- For the Healthcare Pilot Case: Davide Zaccagnini (LYN) [d.zaccagnini@lynkeus.com]

- For the evaluation study: Silvia Gabrielli (FBK), [sgabrielli@fbk.eu]; Anna Benedetti, DPO
(FBK), [privacy@fbk.eu]

Contacts

For any further doubt or clarification request, do not hesitate to contact the KRAKEN Project
Coordinator, Juan Carlos Perez Baun (ATOS) at [juan.perezb@atos.net].
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Annex B

Example of tasks and guidelines provided to users involved in the Health and Education pilots

KRAKEN Pilot user tasks and guidelines

Filot users, for both the health and educaticnal pilot, are invited to walkthrough the KRAKEN
data marketplace and use the following list of tasks and guidelines to inspect the KRAKEM
functionalities before providing their assessment of the platform in the online survey.

Data providers

N e

10
11.

12.
13.
14.
15.

OKRAKEN

Install the 55| app (Android apk, make sure you have fingerprint activated on your phone)

Install the Metamask wallet browser extension (See Instructions below)
Go to the KRAKEN marketplace landing page (desktop)
Initiate the Sign up process
=can QR codes of the SSI app to link to the user account
Fill out user profile (please feel free to use fake data)
a. For first question in the form select that you are nof shanng dafa or looking for
data on behalf of an organization such as a private company or a research center
b. Check both privacy policy and data provider and data consumer agreement
disclaimers
To complete the user registration process click "‘next’ and then go to the S5 app to
accept the credential offered by the marketplace.
User receives an email upon completion of registration process. The email contains a
code to link the user account to the marketplace mobile app.
Install the Markeiplace apps from here

. For health data: use the Framingham v3 dataset, which is publicly available.

For educational data:
on the KRAKEN Edu Connector:
Login to the Edu Connector
Connect your Wallet App to the Edu Connector
Export a Credential (Grade or Diploma) into the Mobile Wallet
Provide a Credential {Grade or Diploma) to the University to be exported
Display the Credential in the Wallet
an the KEAKEN Marketplace:
Create a data product with your credentials

Go to Publish Data on the marketplace homepage

Create "Batch" data product

Using the same Framingham v3 data set create "Analytics™ data product

Affer consumers sign up and buy dala access: from marketplace app monitor active data
accesses and test other marketplace app's functionality.
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Data consumers

1. Follow step 1 to 7 as above

Batch data purchase
2. Select a "Batch" product
3. Fill the "Batch data product” form
4. Complete the transaction, finalize the payment in Metamask
5. Download the data

Analytics data purchase

6. Select an Analytics data product

7. Add it to computation basket

8. Buy analylics package

9. Pay in Metamask

10. Review statistics results (Note: the computation is expected to take approx. 80 seconds
for 1000 data entries in a dataset. For example, computing on a dataset with 100 rows
and 5 columns should take approx. 40 seconds).

Marketplace Guidelines for User Testing

Before being ready to use the KRAKEN marketplace, there are various components that need
to be set up in advance for a smooth experience. This section provides guidelines on what
needs to be in place for users of the marketplace.

Partner and Third Party Software Requirements

To use the web-based KRAKEN marketplace, the following partner and third party software is
required:

1) For registration and login with the marketplace: S51 App installed on mobile device using the
53l APK - Please make sure the fingerprint is activated on your phone (check on your phone
settings=security=fingerprint).

2) To send and receive crypto payments: Metamask Wallet browser extension, which can be
downloaded using the following link: https:/metamask.ic/

3) To store encrypted files for the batch and analytics Data Products: A third-party cloud
storage that either A) has no CORS constraints, or B) If it has CORS constraints, it allows the
user to configure the CORS policies so that the file can be downloaded from ancther domain
outside of the cloud service (More on CORS below).
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Annex C

The System Usability Scale
The SUS is a 10 item questionnaire with 5 response options.

1. I think that | would like to use this system frequently.

2. | found the system unnecessarily complex.

3. I thought the system was easy to use.

4. 1think that 1 would need the support of a technical person to be able to use this system.
5. 1 found the various functions in this system were well integrated.

6. | thought there was too much inconsistency in this system.

7. I'would imagine that most people would learn to use this system very quickly.

8. | found the system very cumbersome to use.

9. | felt very confident using the system.

10. I needed to learn a lot of things before | could get going with this system.

The SUS uses the following response format:

Strongly Strongly
Disagree Agree
1 2 3 4 o
O O O O O
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Annex D

A-MARS scale, Section E, used for rating the subjective quality of the KRAKEN Platform

SECTION E

App/e-tool subjective quality rating

19. Would you recommend this app/e-tool to people who might benefit from it?
1 Not at all - T would not recommend this app/e-tool to anyone

2 There are very few people I would recommend this app/e-tool to
3 Maybe - There are several people whom I would recommend it to
4 There are many people I would recommend this app/e-tool to

5 Definitely - I would recommend this app/e-tool to everyone

20. How many times do you think you would use this app/e-tool in the next 12 months if it was relevant to you?
1 None

21-2

3 3-10

4 10-50

5 =50

21. Would you pay for this app/e-tool?

1 No

3 Maybe

5 Yes

22. What is your overall star rating of the app/e-tool?

1 % One of the worst apps/e-tools I've used

2 %k

3 %% kAverage

4 v Jede

5 %% %% % One of the best apps/e-tools I've used

E. Subjective mean score =
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